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Abstract

Advances in blockchain technology offer a decentralized ledger with transformative potential for healthcare data man-
agement, facilitating secure transactions and transparent record-keeping. Nevertheless, the sensitive nature of patient data
requires enhanced privacy measures. This paper introduces a comprehensive framework enabling researchers to conduct
collaborative statistical analysis on health records while preserving privacy and ensuring security. Statistics are invaluable
across various disciplines, guiding consequential decisions based on such analysis. The framework integrates privacy-
preserving techniques, including secret-sharing, secure multiparty computation (SMPC), and homomorphic encryption,
within a blockchain-based healthcare ecosystem. Patient data is divided using secret-sharing, enabling controlled access.
Furthermore, SMPC allows secure data aggregation without revealing individual records, while homomorphic encryption
supports computation on encrypted data within smart contracts. Through a series of controlled experiments, we assess the
framework’s effectiveness in maintaining data privacy, facilitating secure collaboration, and conducting statistical data
analysis. The results demonstrate successful preservation of data privacy and secure analysis on a permissioned blockchain
using the Hyperledger Fabric platform. Our framework showcases efficient performance while effectively utilizing system
resources. This research contributes to the evolution of secure and privacy-conscious healthcare data analysis, paving the
way for practical applications and future advancements.
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1 Introduction transparent nature of blockchain promises enhanced data

integrity, secure transactions, and improved interoperabil-

In recent years, the convergence of blockchain technology
and healthcare has shown immense potential to revolu-
tionize how patient electronic health records (EHRs) are
managed, shared, and utilized [1]. The decentralized and
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ity across healthcare systems [2]. However, the sensitive
and private nature of healthcare data demands sophisticated
solutions that go beyond traditional blockchain mecha-
nisms to ensure confidentiality, integrity, and patient-cen-
tric control.

An inherent challenge lies in the fact that all blockchain
participants view an identical ledger, complicating trans-
actions involving confidential data. Typically, access con-
trol mechanisms address privacy needs in decentralized
networks like blockchain. For instance, the Hyperledger
Fabric channel restricts data access to enhance privacy [3].
However, a persistent issue arises as nodes within the same
channel handle identical transactions. An alternative
approach involves employing public key cryptography.
Here, participants encrypt messages using their public keys
before submitting them to the ledger. Nonetheless, the

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s10586-024-04928-z&amp;domain=pdf
https://doi.org/10.1007/s10586-024-04928-z

191 Page 2 of 14

Cluster Computing (2025) 28:191

resulting ciphertexts under different public keys lack col-
laborative analyzation capabilities.

The limitations related to privacy significantly impede
the widespread adoption of blockchain, particularly due to
regulations like HIPAA [4] that restrict healthcare provi-
ders from sharing patients’ data. Consequently, there’s a
crucial need for a secure system that allows research
institutions to analyze private health data accurately while
preserving the privacy of patients. For example, geneticists
seek to analyze genetic data across a distributed network of
patient genomes for personalized medicine research such
as exploring individualized treatment options based on
genetic information [5]. Fortunately, privacy-preserving
cryptographic techniques offer a promising solution to this
privacy issue. Therefore, geneticists could perform analy-
ses on encrypted data, ensuring patient privacy. Insights are
obtained without exposing sensitive genetic information,
supporting advancements in personalized medicine.

In this scenario, there’s a necessity for sophisticated
privacy-preserving cryptographic techniques that maintain
data encryption throughout processing. SMPC [6] dis-
tributes computation across multiple parties, ensuring that
no individual party can access other parties’ data. Simi-
larly, homomorphic encryption [7] enables the execution of
analytical functions directly on encrypted data, producing
encrypted results identical to those generated from plain-
text operations. Each technology possesses its distinct
applications. In this study, homomorphic encryption is
considered favorable due to its capacity to execute aggre-
gation operations directly, preserving privacy for all par-
ticipants if required, thereby broadening the range of
potential  applications.  Furthermore, = homomorphic
encryption ensures confidentiality not only during data
computation but also during transmission and storage.

This research delves into integrating advanced privacy-
preserving techniques with blockchain technology to
establish a robust and privacy-conscious healthcare
ecosystem. While storing EHRs directly in the blockchain
might not be suitable for large data, the InterPlanetary File
System (IPFS) [8] offers a decentralized and robust storage
solution that significantly benefits healthcare data man-
agement. IPFS, when integrated with blockchain technol-
ogy and privacy-preserving techniques, distributes data
storage across a network of nodes, ensuring high avail-
ability and resilience against single-point failures. It oper-
ates by using content-based addressing, facilitating
efficient retrieval of information based on content rather
than location. This approach enables secure and rapid
access to healthcare records. Through integration with
privacy-preserving techniques such as SMPC and homo-
morphic encryption, IPFS allows the storage and retrieval
of encrypted health data while maintaining patient confi-
dentiality. This integration protects sensitive healthcare
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data, ensuring encryption and tamper resistance on IPFS,
thereby maintaining patient privacy and enhancing data
security within the healthcare landscape.

This research aims to make substantial contributions to
the field of blockchain technology in healthcare by focus-
ing on the integration of privacy-preserving techniques.
The primary contributions of this paper are as follows:

e Integrating Privacy-Preserving Techniques: We inte-
grate privacy-preserving cryptographic techniques, such
as secret-sharing, homomorphic encryption, and secure
multiparty computation, into blockchain-based health-
care systems to provide a decentralization feature in
data processing and sharing among stakeholders, mak-
ing these techniques applicable in practical real-world
systems.

e Facilitating Secure Data Analysis Collaboration: We
introduce novel approaches that enable secure collab-
oration among healthcare providers and researchers,
enabling joint data analysis while maintaining individ-
ual patient privacy.

e Ensuring Secure Computation: We employ smart
contracts (chaincodes) to execute secure multiparty
computation among healthcare providers, ensuring
decentralization, immutability, and trust within the
system, thus eliminating the need for a third party.

e Presenting Statistical Healthcare Data Access Scenar-
ios: We showcase the real-world applicability of our
framework by illustrating its effectiveness in scenarios
involving collaborative and secure healthcare data
analysis through a case study.

The remaining sections of this paper are organized as fol-
lows: Sect. 2 presents an overview of related work in the
domain encompassing blockchain, privacy, and healthcare.
The architecture of our proposed framework is detailed in
Sect. 3. The statistical healthcare data access scenario is
outlined in Sect. 4. Section 5 focuses on the security and
privacy analysis of the proposed framework. The evalua-
tion and experimental results of our solutions are discussed
in Sect. 6. Lastly, Sect. 7 summarizes the paper and
delineates potential avenues for future research.

2 Related work

The convergence of blockchain technology, privacy-pre-
serving techniques, and healthcare data management has
garnered significant attention. Researchers are exploring
innovative approaches to preserve patient privacy, ensure
data security, and enable secure collaboration in healthcare.
Here, we present an overview of relevant work in this field.

Blockchain technology’s potential to revolutionize
healthcare data management has spurred numerous
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investigations. Health information exchange, data interop-
erability, and secure patient data sharing have been focal
points of research. The utilization of privacy-preserving
techniques within healthcare data management is necessary
to protect sensitive patient information. Secret-sharing [9],
SMPC [6], and homomorphic encryption [7] have emerged
as promising solutions. Secret-sharing [9] is a fundamental
technique in cryptography that divides a confidential data
point into multiple shares, distributed among different
participants. The technique provides an added layer of
security, particularly when sharing critical patient infor-
mation within a distributed network. Yang et al. [10] pre-
sented a privacy-preserving EHR system that combines
secret-sharing and blockchain for secure data sharing.

The field of SMPC [6] has been an active area of
research for several decades. Introduced by Andrew Yao in
1982, the concept emerged through the formulation of what
is now known as Yao’s Millionaires’ problem [11]. The
problem elucidates a scenario involving two millionaires
who aim to discern the wealthier individual without
divulging their actual fortunes. The resolution involves
leveraging one-way functions within interactive commu-
nications between the involved parties. In a subsequent
work [12] in 1986, Yao presented a more comprehensive
solution, discussing the generation of a random integer
N =p-q. The integer’s secret components (p, g) are
concealed from each party individually but are recoverable
jointly when necessary. Yao also proposed workarounds
for enabling secure computations between two parties.
Building on Yao’s pioneering works, Goldreich, Micali,
and Wigderson introduced two secure multi-party compu-
tation methods in 1987 [13].

The concept of SMPC has gained prominence as a
means of facilitating collaborative data analysis without
revealing raw data [14-17]. The approach empowers
multiple healthcare providers to contribute their data for
joint analysis without exposing sensitive patient informa-
tion. Authorized researchers can collectively compute
aggregated statistics or perform analyses without exposing
the raw data. SMPC protocols ensure that no party gains
insights into others’ contributions, thereby reinforcing data
confidentiality in collaborative scenarios. Researchers
increasingly recognize the necessity of integrating privacy-
preserving techniques with blockchain to enhance health-
care data management. A recent study by Li et al. [14]
proposed a survey on blockchain-based methods employ-
ing SMPC for collaborative medical research while safe-
guarding individual data privacy.

Homomorphic encryption [7] is leveraged to facilitate
computation on encrypted data within blockchain-based
healthcare systems. The technique is particularly valuable
for preserving patient privacy during data-driven analyses
and computations [18-21]. Zhang et al. [18] explored the

use of homomorphic encryption for secure computation
over encrypted medical data, enabling private analysis and
diagnosis.

Some researchers have focused on Hyperledger Fabric
[3], an idealistic permissioned blockchain maintained by
the Linux Foundation. Ghadamyari et al. [22] introduced a
framework for conducting statistical analysis on private
health data using blockchain technology and the Paillier
encryption algorithm [23]. The method operates within a
blockchain network involving data custodians and
researchers, employing smart contracts to perform com-
putations while maintaining data privacy. The proposed
approach showcases computations for count and mean
statistical functions, ensuring that only the researcher can
decrypt the encrypted data stored on the ledger. While the
approach used the Paillier cryptosystem to achieve data
privacy, it encrypted data owned by different participants
without segmenting them by the requester’s public key.
The practice could lead to the exposure of parties’ privacy
in scenarios where the owner of the private key and the
invoker of the smart contract are compromised or if the
requester employs a man-in-the-middle attack.

Zhou et al. [16] cover various aspects of SMPC proto-
cols integrated into the Hyperledger Fabric blockchain
platform [3]. They emphasize the utilization of homo-
morphic encryption, secret sharing, and zero-knowledge
proofs to safeguard privacy and guarantee the accuracy and
verifiability of computations. These computations involve
off-chain preprocessing to generate quadruples and on-
chain computation utilizing a hierarchical multiplication
gate. However, the method exhibits limited scalability in
larger networks, with numerous computations that could be
streamlined. Furthermore, it does not address practical
challenges, such as enabling statistical analysis on health-
care data with assured privacy.

The authors in [15-17, 19-22] have introduced privacy-
preserving cryptographic techniques and protocols aimed
at safeguarding data privacy. However, their proposed
protocols often necessitate extensive interaction and
numerous data exchanges among the involved parties.
Building upon this foundational research, our work pre-
sents a holistic framework that integrates additive homo-
morphic encryption [23], secret-sharing [9], and SMPC [6]
techniques with blockchain technology to establish a pri-
vacy-conscious healthcare framework. We emphasize the
importance of efficient implementations and regulatory
compliance. This innovative integration of techniques
addresses the identified gaps in existing research, such as
vulnerabilities to man-in-the-middle attacks and the need
for enabling statistical analysis of healthcare data with
assured privacy. It offers a comprehensive solution for
secure and private healthcare data management.
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The subsequent section will elaborate on the architecture
of our proposed framework, named “PriCollabAnalysis”,
demonstrating how these techniques are employed to
achieve a privacy-enhanced and secure healthcare
ecosystem.

3 PriCollabAnalysis: proposed framework

Our proposed framework leverages blockchain technology
to enhance data accessibility, integrity, and decentralized
trust through smart contracts. We implement additive
homomorphic encryption [23] for secure computation on
encrypted data and employ the SMPC protocol to enable
collaborative data analysis without exposing raw data. This
framework is tailored for a network involving multiple
healthcare providers and researchers.

Healthcare providers are assumed to operate within a
blockchain network channel, contributing to a shared and
distributed ledger. Concurrently, researchers utilize front-
end applications integrated with network-provided APIs for
communication. Researchers can send specific query
requests to healthcare providers. Each healthcare provider
computes query results and encrypts them using additive
homomorphic encryption [23]. Smart contracts are utilized
to compute outcomes while preserving data privacy. Par-
ticipants in the blockchain network, such as healthcare
providers and insurance companies, serve as validators of
the channel, enabling access to data stored on the ledger. In
contrast, researchers, considered end-users of the network,
have restricted authentication access.

3.1 The proposed framework overview

In this section, we have outlined the primary structure of
the proposed framework. Figure 1 illustrates the suggested
architecture for facilitating collaborative healthcare analy-
sis. Utilizing a permissioned blockchain, we maintain the
framework using a Hyperledger Fabric platform [3]. We
elaborate on the privacy-preserving cryptographic algo-
rithms employed within our protocol, including secret-
sharing [9], SMPC [6], and additive homomorphic
encryption [23].

The proposed framework comprises eight sequential
steps, delineated as follows:

1. Initially, the requester’s identity is verified at one of the
participating hospitals to initiate collaborative health-
care analysis.

2. The selected participating hospital submits a proposal
to the blockchain network for the SMPC process using
the smart contract (chaincode).
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3. Other participating hospitals join in the SMPC process
by enrolling in the chaincode’s SMPC request.

4. The participating hospitals compute the query’s result,
divide it into shares using the secret-sharing technique
according to the number of participating hospitals,
encrypt these shares using the public keys of other
participating hospitals, and subsequently submit the
encrypted shares through the chaincode.

5. After the chaincode transmits the encrypted shares,
each hospital receives its required shares, decrypts
them using its secret key, and then accumulates the
decrypted shares.

6. Using the additive homomorphic encryption, each
hospital encrypts the accumulated value with the
generated chaincode’s public key HE_P; and then
sends the encrypted result to the chaincode.

7. After receiving the encrypted values from all partici-
pating hospitals, the chaincode aggregates these
encrypted values using the additive homomorphic
encryption. Then, it decrypts the aggregated outcome
using its secret key HE_S;.

8. Finally, upon the chaincode’s dispatch of the finalized
result, the requester receives the final result.

3.2 Privacy-preserving techniques

In this subsection, we elaborate on the privacy-preserving
cryptographic techniques employed within our protocol,
including secret-sharing [9], additive homomorphic
encryption [23], and SMPC [6].

3.2.1 Secret-sharing

Shamir’s Secret Sharing scheme [9] divides a secret into
multiple shares, distributing them among participants in
such a way that reconstructing the secret requires a mini-
mum threshold of shares. This threshold determines the
minimum number of shares necessary to reconstruct the
secret, while any subset below this threshold remains
insufficient to unveil the secret information.
Additive Secret Sharing Equation:

yi=(ap+a;-xi+ay-x*+...+a_;-x"") mod p
(1)
Equation for Reconstructing the Secret:
1

! .
aozzyi' H ;iz mod p

i=1 J:1
J#I

In these equations:
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e y; represents the share given to participant i.

® q is the secret to be shared.

® ay,a,...,a;—1 are randomly chosen coefficients from a
finite field.

e x; is the unique value assigned to participant i.

e ¢ indicates the threshold required to reconstruct the
secret.

e p is the modulus, often a prime number.

e x is the variable used in the reconstruction equation.

This formula calculates the secret qp by summing up a
weighted combination of the shares y;, where each term in
the sum consists of the share y; multiplied by a product of x
terms that depend on the other x-values. When ¢ shares are
combined, the secret ay can be accurately reconstructed.

3.2.2 Additive homomorphic encryption

Additive homomorphic encryption [23] is a type of
homomorphic encryption scheme where mathematical
operations performed on the encrypted data yield an
encrypted result that, when decrypted, corresponds to the

Key Generation Parameters:

— Randomly choose two large prime numbers p and q.
— Compute n = p X g (public key component).

Compute Other Key Components:

- A=lem(p — 1,q — 1) (used for decryption), where
lcm means the least common multiple.

— Choose a random number g such that
gcd(L(g* mod n?),n) = 1 (public key component),
where gcd means the greatest common divisor and
L(x) ==L

— Calculate the private key u such that

1= L(g* mod n?)~" mod n (private key component).

Encryption:
c=g"-r" mod n? (3)
Decryption:
m = L(c* mod n*) - u mod n (4)

Addition of Encrypted Values:

result of performing the same operations on the plaintext. Let ¢; and ¢, be the ciphertext of m; and my,
The additive homomorphic encryption scheme used in our ~ respectively.
f.ramework is the P.allher cryptosystem [23], which is par- ¢y = ¢ - ¢y mod n? (5)
tially homomorphic encryption and supports only the
addition of encrypted values.
«®
IPFS Storage
L J+\
Store/access EHRs T T
-
&] I ." Appli S\ilPC Pr =
.QI' o ? Applies SM ocess —
m -Applies SM .”\ ‘ ,.“ <}——Manage SMPC process b parti >
N =
H5 Consortium Blockchain

Applies SMPC Process (EHRchain)
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Fig. 1 The architecture of the proposed framework
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The addition of these ciphertexts yields a new ciphertext c3
representing the sum m; and m, without decrypting the
individual ciphertexts

3.2.3 Secure multiparty computation

Our framework enables secure collaboration among
healthcare providers and researchers. Secure Multiparty
Computation (SMPC) [6] involves multiple participants,
each holding their private data, and collectively computing
a function over these private inputs without directly dis-
closing them. The SMPC protocol enables computations
while maintaining the privacy of each party’s data.

The steps involved in an SMPC protocol typically
include:

1. Input Sharing: Each party privately splits its input data
S into n shares or parts Sy, 57, ..., S,, distributing them
among the participating parties. In a (k, n)-threshold
scheme, any subset of k shares is sufficient to
reconstruct the secret, while fewer than k shares reveal
partial information about S:

S=5,85&...88S, (6)

2. Secure Computation: Parties collaboratively perform
computations on their respective shares S; to collec-
tively compute the desired function S without revealing
any individual party’s input.

3. Result Reconstruction: After the computation, the
parties combine their computed shares S; to obtain
the result S. In a (k, n)-threshold scheme, any set of k
shares or more, S;, S, ..., Sk, can be used to reconstruct
the original secret:

§=8505®...085 (7)

Our proposed framework employs cryptographic tech-
niques to facilitate secure computations over distributed
data. In the next section, we will delve into a real-world
scenario to illustrate the practical applicability of the pro-
posed framework.

4 Statistical healthcare data access scenario

In this section, we present case studies that highlight the
practical application and effectiveness of our proposed
framework in addressing real-world healthcare challenges
while ensuring data privacy, patient control, and secure
collaboration.

@ Springer

4.1 Scenario

The requester, such as the Ministry of Health, leverages the
blockchain framework to securely analyze medical data,
gaining valuable insights for healthcare decision-making. We
simulate the participation of five healthcare provider organi-
zations, although real-world scenarios may involve more, all
built on the Hyperledger Fabric platform. Within each orga-
nization, patient health records are partitioned using secret-
sharing, and collaborative analysis are performed using
SMPC facilitated through the smart contract (chaincode)
within Hyperledger Fabric. Homomorphic encryption is
employed to perform computations on encrypted data.

4.2 Framework implementation

In this section, we illustrate the procedure followed for
secure computation using the SMPC technique within the
blockchain framework. The smart contract (chaincode)
coordinates computations among participants without
relying on a TTP or exposing raw data. The results are
obtained through the following steps, as depicted in Fig. 2:

— Step 01: The requester’s identity is verified on the
blockchain network through the authentication process.

— Step 02: The requester, denoted as R, is seeking specific
statistical information about patients infected with
diseases such as COVID-19, diabetes, cancer, or others.

— Step 03: Once the requester R is authenticated through
one of the participating hospitals P;, the selected
hospital initiates the SMPC process via a chaincode
on the blockchain network.

— Step 04: The chaincode invites the other hospitals to
enroll in the SMPC process.

— Step 05: The chaincode prompts each participating
hospital P; to retrieve the patients’ EHRs from IPFS
storage and decrypt them using its private key Privy; of
the Advanced Encryption Standard (AES) [24].
EHR! « IPFS(hash)

EHR; « Dec(EHR!, Privy;), i€ {l,....N}

— Step 06: The chaincode instructs each participating
hospital P; to divide its healthcare data result S§;
associated with the specified disease into N shares S,
where j = 1,2,...,N, determined by the total number
of enrolled participating hospitals N. S; = Siv+
> Si(mod p)

— Step 07: Each participating hospital P; encrypts (N —
1) shares by utilizing the public keys pk;, where j ranges
from 1 to N — 1, belonging to the other participating
hospitals (N —1). S}, < Enc(Sy,pk;), j=1,2,...,
N -1
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Fig. 2 Sequence diagram of statistical healthcare data access scenario

Step 08: Each participating hospital P; forwards the
encrypted shares S;j, where j ranges from 1 to N — 1, to
the corresponding participating hospital P; following
the guidelines outlined in Algorithm 1.
P — {ng}, j=12,.. ., N—1

Step 09: When each participating hospital P; has
received all the necessary shares ng, it proceeds to
decrypt them using its respective secret key sk;.
Sij Dec(Sﬁj,ski), je{l,...N—1}

Step 10: After each participating hospital P; decrypts
all the received shares S;; (where j = 1,2,...,N — 1), it
accumulates these decrypted shares with its first share
to construct an anonymized accumulated value S; using
a threshold of N. §; «— S;1 & Sp P ... D Siy

Step 11: The invoking hospital triggers the chaincode
to generate the public key (HE_Pk) and secret key
(HE_S;) for additive homomorphic encryption, which
are required to proceed with the SMPC process on
healthcare data.

Step 12: The chaincode notifies each participating
hospital P; to encrypt their accumulated values S; using
the public key (HE_Pg) generated by the chaincode.

Subsequently, the encrypted value S is sent to the
chaincode to apply the additive homomorphic encryp-
tion. S7 «— Enc(S;,HE_Px), i€ {l,... N}

— Step 13: When the chaincode receives the encrypted
values S/ from all participating hospitals (N), it
performs the additive homomorphic encryption (-)
operation on them. §” =87 -85 -...- S}

— Step 14: After applying the additive homomorphic
encryption (-) and obtaining the aggregated encrypted
result S”, the chaincode proceeds to decrypt the final
result before sending it to the invoker hospital.
S « Dec(S”,HE_Sk)

— Step 15: The chaincode forwards the decrypted final
result S to the invoking hospital, which subsequently
transmits it to the requester R. R «— §

Requesters analyze aggregated data without compromising
patient confidentiality, ensuring meticulous data privacy.
The results, shared in encrypted form, safeguard individual
confidentiality while enhancing collaborative insights and
minimizing the risk of unauthorized access. This case study
underscores the practical viability of our proposed frame-
work in addressing critical healthcare scenarios. By
seamlessly integrating blockchain technology with privacy-
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Algorithm 1 Encrypt shares and
send
index « 1

hld < parselnt(hospitalld)

if hId == 0 then

: function ENCRYPTSHAREANDSEND(shares, hospitalId)
hospitals Num < length(getRegisterHospitals())

hld « hospitalsNum — 1

1
2
3
4
5: while index # (hospitalsNum — 1) do
6
7
8
9

10: print "Share Index: " + index + " Sent to hospital: " 4+ hld
11: ENCRYPTSHARE(shares[index], index, hospitalsPK[hId], hId)

end if

hld < hId — 1
12: index « index + 1
13: end while

14: end function

15: function ENCRYPTSHARE(share, sharelndex, hospital PublicKey, hospitalI1d)

16: if parselnt(share) exists then

17: shareBI « convertToBiglnteger(parselnt(share))

18: encrypted Share < PaillierCipher.encrypt(share BI, hospitalPublicKey)
19: print "Sending share to the hospitalld: " 4+ hospitalld

20: SENDSHARETOHOSPITAL (hospitalld, shareIndex, encryptedShare)

21: else

22: print "Exception: Share is invalid."

23: end if

24: end function

25: function SENDSHARETOHOSPITAL(hospitalId, sharelndex, encrypted Share)

26: if contractEHR.submitTransaction exists then

27: contractEHR.submitTransaction("sendHospitalShare", hospitalld, shareIndex, encryptedShare)
28: else

29: print "Exception: Transaction submission failed."

30: end if

31: end function

preserving techniques, it empowers patients, facilitates
secure collaboration, and enables data-driven research, all
while maintaining strict data privacy and security
standards.

5 Security and privacy analysis

In this section, we present a formal analysis of the security
and privacy aspects of the PriCollabAnalysis framework.
We define several scenarios, along with corresponding
theorems and proofs, to demonstrate the robustness of our
approach in safeguarding healthcare data privacy and
ensuring secure collaboration.

Scenario 1: confidentiality preservation Patients or
healthcare providers encrypt their data using the AES
cryptography algorithm before storing it on IPFS. They use
individually generated AES symmetric keys for encryption
and decryption.

Theorem 1 Utilizing AES encryption ensures data confi-
dentiality within the framework.

Proof Let K represent the set of all possible AES sym-
metric keys. For any given key k € K, the encryption
function E(k, m) encrypts a message m using key k,
yielding ciphertext ¢. Similarly, the decryption function
D(k, c¢) decrypts ciphertext ¢ using key k, producing the
original message m. Therefore, only authorized entities
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possessing the correct key can decrypt the data, ensuring
confidentiality.

Scenario 2: integrity verification

The framework compares the hash of encrypted data
stored on the ledger with the hash derived from the
encrypted data obtained from IPFS storage to verify data
integrity.

Theorem 2 Comparing hashes ensures data integrity
within the framework.

Proof Let H denote the set of all possible hash values. For
any encrypted data d, let hy = H(E(d)) represent the hash
generated from the encrypted data stored on the ledger, and
hy = H(E'(d)) represent the hash derived from the
encrypted data obtained from IPFS storage. If #; = hy, the
data remains unchanged and retains its integrity. Con-
versely, if hy # hy, indicating a mismatch, potential data
corruption is detected.

Scenario 3: availability assurance
Let D;pps represent the decentralized storage provided
by IPFS.

Theorem 3 The availability of healthcare data is ensured
through blockchain decentralization and IPFS decentral-
ized storage.

Proof Blockchain decentralization, exemplified by
Hyperledger Fabric, mitigates the risk of a single point of
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failure, thereby enhancing overall system availability.
Additionally, IPFS decentralized storage (Djpps) further
ensures data availability by distributing data across multi-
ple nodes, reducing reliance on centralized servers.

Scenario 4: data privacy preservation
The framework employs secret-sharing and homomor-
phic encryption techniques to preserve data privacy.

Theorem 4 Secret-sharing and homomorphic encryption
techniques preserve data privacy within the framework.

Proof Let P represent the set of all participating entities.
Each entity i divides its data into shares based on the
number of registered parties, denoted as N, encrypting the
shares using other parties’ public keys. This process can be
represented as:

N-1
Si = Siv + ZS,-j(mod p)

J=1

where §; represents the share of entity i encrypted using
the public key of entity j, denoted as pk;. Each entity holds
its share S;; along with shares from other entities, making
individual shares meaningless without integration through
SMPC via the chaincode. Additionally, the integration of
additive homomorphic encryption enables computations on
encrypted shares without revealing sensitive information.
Reconstruction of the secret requires a threshold number of
shares, maintaining data privacy.

Scenario 5: eliminating trusted third parties
The framework eliminates the need for a TTP by
employing chaincode within the blockchain network.

Theorem 5 The use of chaincode ensures decentralized
trust establishment within the framework.

Proof Let C represent the set of chaincode instances.
Chaincode orchestrates the execution of SMPC processes
among multiple participating entities, facilitating decen-
tralized and autonomous participation, eliminating reliance
on a central entity. Each chaincode instance ¢ operates
independently, contributing to the decentralized nature of
the blockchain. The replication of chaincode across mul-
tiple network nodes ensures fault tolerance and reliability,
enhancing the framework’s overall trustworthiness. Addi-
tionally, the execution of chaincode by multiple nodes in
the network ensures consensus-driven collaboration, pro-
moting regulatory compliance and secure data analysis
while upholding privacy and confidentiality.

After establishing the framework’s security and privacy
measures, we now evaluate its real-world performance. In
the following section, we present our comprehensive

evaluation and insights on scalability, efficiency, and
practical applicability in healthcare data management.

6 Evaluation and experimental results

In this section, we assess the performance, efficiency, and
effectiveness of our proposed framework. To evaluate its
effectiveness, we developed and implemented the PriCol-
labAnalysis framework, specifically designed for collabo-
rative healthcare data analysis among providers. Deployed
on Hyperledger Fabric [3], an open-source blockchain
platform known for its adaptable architecture, our frame-
work emphasizes privacy. It achieves this through tailored
cryptographic privacy-preserving techniques embedded
within a dedicated smart contract (chaincode) that meets
precise business requirements.

The integration of the IPFS storage system ensures
decentralization and scalability within the framework. To
achieve consensus among nodes, our framework utilizes
the Practical Byzantine Fault Tolerance (PBFT) consensus
algorithm [25]. This algorithm guarantees transaction
integrity and consensus among network participants,
complemented by the Raft ordering service [26]. It enables
multiple nodes to collaboratively manage blockchain
transactions, establishing consensus on their order. The
simplified deployment and operation of ordering service
nodes in a Fabric network make Raft particularly suit-
able for production environments.

Following the framework’s implementation, perfor-
mance tests were conducted to validate its practical
applicability. These tests involved measuring time con-
sumption, reflecting the duration of each operation’s exe-
cution. This metric accounts for the computational cost
required for transaction execution on the blockchain net-
work. Each test was iterated 10 times, and the average
value was considered the representative result.

Table 1 Test environment for experiments

Component Configuration

Distribution Single machine with multiple dockers
Machine operating system  Ubuntu Linux 22.04 LTS

CPU Intel Core i7, 2.8 GHz

Storage 16 GB memory, 256 GB SSD
Platform Hyperledger Fabric 2.4.7
Size 5 Organizations

Orderer Service Raft-based ordering service
CouchDB

IPFS distributed storage

On-chain
Off-chain

@ Springer
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6.1 Experimental setup

The experiments were conducted in a test environment
detailed in Table 1. In this setup, individual peers func-
tioned within separate Docker containers, while the
chaincode operated within signed Docker containers on the
same machine. Interaction with the blockchain network
occurred through the Hyperledger Fabric SDK for Java.
Throughout the experiments, each organization operated
with a single peer, with these peers associated with various
participants. The setup designated all organizations as part
of the endorsement policy, aligning the count of partici-
pants with the number of computing nodes.

The performance evaluation involved a diverse range of
healthcare providers, researchers, and healthcare data
records to ensure representative results. Researchers
necessitated specific collaborative healthcare data analysis
from healthcare providers. The experimental setup com-
prised the following components:

1. TIPFS Off-chain Distributed Storage System: This
system was utilized to securely store encrypted
healthcare data.

2. Node Configuration: The system involved five nodes -
N1, N2, N3, N4, and N5. Each node, representing a
hospital, consisted of:

e One peer (Peer0): Responsible for maintaining a
copy of the blockchain ledger and participating in
the consensus process.

e One Certificate Authority: Handling the issuance
and management of digital certificates for secure
network communication and identity verification.

e On-chain database (CouchDB): Storing healthcare
data records and offering efficient querying
capabilities.

e Clients: Each node had at least two types of clients:

— Healthcare provider: Representing healthcare
professionals within the hospital and interacting
with the system to access and update patient
data.

— Requester: Representing individuals requiring
healthcare data analysis.

3. Orderer Service: This component facilitated consensus
among network participants and ordered transactions
into a consistent ledger.

4. Dedicated Chain for EHR Sharing: A single channel
hosted one permissioned chain - EHRChain - with its
blocks and real state (CouchDB). This chain aimed to
securely share EHRs between patients and healthcare
providers. It was associated with a chaincode providing
functionality and logic for handling EHR-related

@ Springer

operations, such as secure storage, retrieval, and
updating.

6.2 Experimental phases

To facilitate performance experiments using Hyperledger
Caliper [27] and our tailored Fabric Client SDK interface,
the experimental settings are defined across the following
phases:

(1) Performance metrics in collaborative analysis:
This experiment aims to assess different performance
indicators of our network, specifically focusing on
resource consumption such as CPU and memory
usage. The evaluation is based on the network
configuration presented in Table 1.

(2) Different homomorphic encryption key sizes: The
key size in cryptosystems plays a crucial role in
determining system performance. A trade-off exists
between key size and security: smaller keys enable
faster operations but increase vulnerability to brute-
force attacks. In this experiment, we evaluated how
varying key sizes impact the running time of additive
homomorphic encryption using the Paillier Cryp-
tosystem. Our results were compared to the method
proposed by Zhou et al. [28]. Four distinct key sizes-
512, 1024, 2048, and 4096 bits-were tested within
our framework, following the approach of Zhou et al.
[28], to assess their effect on performance. These
keys were generated and applied in 10 rounds of
secure healthcare data analysis, with the overall
average performance recorded for each key size.

(3) Response times with increasing participating
nodes: The proposed framework operates in a
decentralized environment where each organization
contributes to the computations. As the number of
participating nodes increases from 2 to 20, the
computational load naturally grows, resulting in an
expected increase in overall execution time. In this
experiment, we compared our measured response
times with the methods proposed by Zhou et al. [28]
and Ghadamyari et al. [22], evaluating the perfor-
mance of secure collaborative data analysis as the
number of nodes progressively increased.

6.3 Results and discussions

The experimental results indicate the following:

(1) Evaluation of performance metrics: The perfor-
mance analysis, as illustrated in Fig. 3, reveals the
CPU usage and memory consumption across differ-
ent components of the framework, with a maximum
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Fig. 3 Analysis of resource consumption in the proposed framework
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The average response time for various Paillier key sizes

Fig. 4 The average response

time for various additive
homomorphic key sizes in
comparison to the

scheme proposed by Zhou et al.
[28] %

CPU usage of 0.49% for ’Peer0.Org5’ and peak
memory consumption of 124 MB for 'Peer0.Orgl’.
The framework demonstrates efficient resource uti-
lization, with consistently low memory and CPU
usage across all peers and the orderer component.
These findings highlight the framework’s effective-
ness in resource management, making it well-suited
for practical deployment in healthcare data analysis
scenarios.

Computation time evaluation using various homo-
morphic key sizes: Fig. 4 presents an in-depth
comparison of response times for securely executing
the designated function using our SMPC protocol in
a test environment detailed in Table 1. The compar-
ison includes the scheme proposed by Zhou et al.
[28] across different additive homomorphic key
sizes. As the key size increases from 512 bits to
4096 bits, the total response time also increases,

2

3

=== Our Proposed Framework
mm= Scheme 1: Zhou et al. [28]

1024
Key Size (bits)

demonstrating the expected trade-off between secu-
rity and computational efficiency. Importantly, while
our framework shows longer response times with
larger key sizes, it consistently outperforms the
method proposed by Zhou et al. [28]. This marginal
difference underscores our framework’s ability to
maintain competitive efficiency even as security
demands increase. These results confirm the opti-
mization of our computation protocol, ensuring both
result accuracy and the preservation of health data
privacy. Based on the National Institute of Standards
and Technology (NIST) [29] recommendation, a
2048-bit key is adopted for subsequent experiments
to strike a balance between security and
performance.

The evaluation of response times across different
computing nodes: The experiment analyzing
response times across different computing nodes

@ Springer
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Fig. 5 The average response

The average response time for various computing nodes.
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time for various computing
nodes in comparison to the
schemes proposed by Zhou et al. 555
[28] and Ghadamyari et al. [22]

Avg. Response Time (ms)

offers valuable insights into the scalability and
performance of our proposed framework compared
to schemes by Zhou et al. [28] and Ghadamyari et al.
[22]. The number of participating nodes, each
representing a distinct hospital, was varied to exam-
ine the impact on collaborative data analysis, as
shown in Fig. 5. Our framework consistently deliv-
ered competitive average response times, ranging
from 23 milliseconds for 2 nodes to 190 milliseconds
for 20 nodes. As the number of nodes increased from
2 to 20, our framework provided better response
times than the other schemes, showcasing its ability
to handle increased computational loads effectively.
This performance is attributed to the optimization of
the computational protocol and the limited use of
additive homomorphic encryption, efficiently inte-
grated with the smart contract.

The experimental results confirm the viability and
effectiveness of our proposed framework. Despite the
inherent trade-off between data privacy and computational
efficiency, our optimization efforts have successfully bal-
anced these aspects to ensure acceptable performance for
practical healthcare applications.

7 Conclusion

The integration of blockchain technology into healthcare
data management introduces a transformative framework
aimed at safeguarding data accessibility, integrity, and
patient privacy. By leveraging advanced cryptographic
techniques such as additive homomorphic encryption,
secret-sharing, and SMPC, this framework ensures data
confidentiality throughout collaborative analysis among
healthcare providers and researchers. The decentralized
ledger structure of blockchain, combined with sophisti-
cated encryption methods, ensures secure computation on
encrypted data, preserving confidentiality throughout pro-
cessing. The meticulous orchestration of an eight-step

@ Springer

6 8 10 12 14 16 18 20
Number of Computing Nodes

process, from requester verification to result dispatch,
guarantees controlled access to sensitive health records.
This framework ensures secure computation on encrypted
data while providing controlled access for healthcare pro-
viders and researchers. Through the utilization of additive
homomorphic encryption and SMPC protocols, this inno-
vative approach fosters a trustworthy environment for
collaborative research while adhering to regulatory stan-
dards and addressing patient privacy concerns, marking a
significant stride in the privacy-conscious evolution of
healthcare data management. Future research could explore
the integration of fully homomorphic encryption to enable
more complex computations while preserving data privacy,
though this will require addressing the computational
overhead associated with such techniques. The conver-
gence of blockchain and artificial intelligence (AI) presents
opportunities for predictive healthcare analytics through
federated learning, allowing Al models to train on decen-
tralized data without compromising patient privacy.
Additionally, advancing interoperability by developing
standardized protocols for data exchange between distinct
blockchain platforms will be essential to fully realize the
potential of blockchain technology in healthcare.
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